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Summary

You can use threat intelligence to reduce physical and cyber risks, improve you and your 
team’s decision-making capabilities, and complement internal security threat intelligence. 
But to realize these benefits, you’ll first have to select from a diverse set of providers that 
vary by size, type of offering, geography, and use case differentiation. Security and risk 
(S&R) professionals should use this report to understand the value they can expect from 
external threat intelligence service providers (ETISP), learn how providers differ, and 
select one based on size and market focus.
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Market Definition
The need for threat intelligence has never been greater. IT environments have become
increasingly complex. The number of vulnerabilities continues to grow, and the 
expanding sophistication of threat actors has heightened the need to improve decision- 
making, allocate resources more efficiently, and enhance cyber resiliency. S&R 
professionals are looking for external threat intelligence providers (ETISPs) that have
the right visibility into the most relevant threats to their organization and industry.
Forrester defines ETISPs as:

Services that provide information and analysis about potential or active 
threats against a specific organization, industry, or geography. They 
collect information from multiple sources and add valuable enrichment to
enable organizations to make better decisions to reduce physical and
cyber-attacks and mitigate risk.

ETISPs improve decision-making capabilities by prioritizing vulnerabilities for 
remediation, identifying and mitigating threats to your organization’s brand, and 
tracking and analyzing cyberthreats.

Business Value
Information is valuable when it improves the outcomes and reduces the uncertainty of 
our actions. S&R pros implement ETISPs’ offerings to:

• Reduce physical and cyber risks. ETISPs address a broad array of physical and 
cyber risks. They increase their clients’ knowledge of the general threat landscape 
and those threats targeting their specific regions, industries, and organizations. 
S&R professionals use this information to answer corporate-level questions about 
their organizations’ cyber risk posture. This information is crucial in developing and 
executing an effective cyber security strategy.

• Improve the decision-making capabilities of security professionals. Today,
security resources are limited and overburdened. Complete, accurate, relevant, 
and timely threat intelligence can be used tactically to assist in triaging new alerts, 
prioritizing vulnerabilities, and enabling more efficient incident response. S&R pros 
can use it operationally to facilitate threat modeling and attack analysis for 
effective allocation of controls. They can also use it strategically to align business 
goals and security priorities to assessments of likely threats.
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• Complement internal security threat intelligence. Threat intelligence that you 
obtain from internal resources, such as system logs and security alerts, should be 
the foundation of your threat intelligence program. Internal threat intelligence is 
available and reliable because it reflects what is happening to your organization — 
but that is only half the picture. You should enrich this internal information with 
external information for a more accurate picture of the threats your organization 
faces. External threat intelligence provides early warning of pending threats, adds 
context to existing threats, and educates you about the overall threat landscape.

Market Maturity
Gathering and using threat intelligence to aid in decision-making is not new, but the 
collection, analysis, and presentation of threat intelligence continue to improve (see 
Figure 1). ETISPs have evolved into an established market that:

• Augments IOCs data with TTP information. Indicators of compromise (IOCs) are 
an important source of raw data, but increased complexity of attacks and the sheer 
volume of possible IOCs leads to false positives and alert fatigue. ETISPs deliver 
more than IOC feeds by providing analysis and detailed intelligence reports with 
tactics, techniques, and procedures (TTP) information. These reports provide
insight into the methods and tools threat actors use to aid security teams in
detecting, mitigating, and responding to attacks. S&R pros can use TTP 
information to proactively model attacks, providing insight into the effectiveness of
your security controls.

• Provides additional context to existing information. More IOCs do not 
automatically result in better threat intelligence, but adding relevant contextual 
information provides clarity and insight into security events. Knowing who is 
conducting an attack may help you understand their motivations and goals. Early 
warning that a threat actor is actively exploiting a vulnerability may encourage you 
to escalate the deployment of that patch over others with a similar CVE rating. 
ETISPs enhance raw data with contextual information and analysis so security 
teams can make better decisions on where to focus their resources.

• Delivers targeted and specific information in addition to general trends. Not all 
threat intelligence is equal. ETISPs use added contextual information to target 
threat intelligence for a particular global region or industry vertical. They can offer 
more granularity by monitoring corporate assets such as domain names and 
providing information related to a specific target like an upcoming sporting event. 
Targeted threat intelligence allows you to focus on the most relevant and likely 
threats.
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Figure 1
External Threat Intelligence Service Providers: Market Maturity And Key Dynamics

Market Dynamics
S&R pros will encounter a plethora of ETISPs and should pay attention to the following 
market dynamics.

• Main trend. The evolving nature of threats is expanding use cases and driving 
integration with other security technologies. Reports about another cyberattack or 
newly discovered vulnerabilities have become daily occurrences. Information 
without the ability to turn it into meaningful action is useless. To keep up with the 
barrage of threat information, S&R professionals are integrating threat intelligence 
into all facets of their security programs, including security operations, vulnerability 
management, brand protection, and incident response.

• Primary challenge. S&R professionals struggle to measure the quality and ROI of 
threat intelligence. ROI for much of cybersecurity has always been a challenge. 
How much would you pay to learn that a certain IP address is part of a botnet? If
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you learn that IP address is part of a ransomware campaign targeting your 
industry, how much does this additional context increase the value of the 
information? We intuitively know the information is useful, but it is difficult to 
quantify.

• Top disruptor. AI and machine learning (ML) are driving the collection; analysis; 
and security orchestration, automation, and response of threat intelligence and 
enable predictive analysis. More of the right information provides greater context 
about a threat, but the sheer volume of potential IP addresses, domain names, 
malware versions, vulnerabilities, and threat actors is too much to handle manually. 
New AI and ML algorithms will facilitate the collection, analysis, and automation of 
threat intelligence. The goal is to shift the use of threat intelligence from a reactive 
process to a predictive analysis approach to address threats before they 
materialize.

Notable Providers
S&R professionals can start shortlisting specific providers based on their market, with
large providers having over $55 million, medium providers having $20 million to $55 
million, and small providers having $5 million to $20 million in annual product revenue. 
They should also take into consideration geographic focus, industry focus, and type of
offering. The list doesn’t include providers with under $5 million in product revenue
(see Figure 2).
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Figure 2
The External Threat Intelligence Service Providers Landscape, Q1 2023
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Top Use Cases
Threat intelligence supports a variety of use cases. We have identified the following 
core use cases for this market: compromised asset detection, vulnerability 
management enhancement, general threat landscape monitoring, targeted threat 
monitoring, and enabling threat hunting and modeling. These are the use cases most 
frequently sought after by buyers and addressed by ETISP solutions. We have identified 
the following use cases as extended: physical asset protection, brand and domain 
reputation or impersonation protection, attack surface discovery and management, 
fraud and counterfeit detection, and third-party risk monitoring. These are use cases for 
which some buyers look to address in addition to the core use cases but are less 
commonly addressed by ETISP solutions (see Figure 3 and see Figure 4).
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Figure 3
External Threat Intelligence Service Providers: Core Use Cases
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Figure 4
External Threat Intelligence Service Providers: Extended Use Cases

Functionality By Use Case
Each organization’s need for threat intelligence is different based on their unique risk 
profile and capacity to act upon the information. Buyers expect ETISPs to provide a 
variety of functionalities to support each use case. Select the use cases that are most 
relevant to your business requirements, then use the following tables as a guide to 
choose the functionalities that align with your company culture, risk appetite, 
capabilities, and overall needs of the business (see Figure 5 and see Figure 6).
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Figure 5
External Threat Intelligence Service Providers: Functionality By Core Use Case
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Figure 6
External Threat Intelligence Service Providers: Functionality By Extended Use Case
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Extended Use Cases By Vendor
We asked each provider included in this report to select its top use cases for which 
customers select that provider’s service. From this, we determined the extended use 
cases that highlight differentiation among providers. The following table shows how 
each provider’s responses map to those. This table represents the provider-reported 
use cases for which clients select them, not available functionality (see Figure 7).
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Figure 7
External Threat Intelligence Service Providers: Extended Use Case By Vendor
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Supplemental Material

Methodology

To complete our review, Forrester requested information from providers. If providers 
didn’t share this information with us, we made estimates based on available secondary 
information. We’ve marked all estimates with a note. Forrester fact-checked this report 
with providers before publishing.

Companies We Researched For This Report

Forrester researched the following companies for this report. 

360 Digital Security Group 

Accenture 

Booz Allen Hamilton 

Claroty 

CrowdStrike 

CybelAngel 

Cybersixgill 

Dragos 

Everbridge 

Flashpoint 

Fortinet 

Google 

GreyNoise Intelligence 

IBM 

LookingGlass Cyber 

Microsoft 

NSFOCUS 

QI-ANXIN 

Rapid7 

Recorded Future 

ReliaQuest
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Tencent 

ThreatBook 

ThreatQuotient 

Trellix 

Trend Micro 

Yoroi 

ZeroFox
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We help business and technology leaders use 
customer obsession to accelerate growth.

Research

Accelerate your impact on the 
market with a proven path to 
growth.

• Customer and market 
dynamics

• Curated tools and 
frameworks

• Objective advice

• Hands-on guidance

Learn more.

Consulting

Implement modern strategies 
that align and empower teams.

• In-depth strategic 
projects

• Webinars, speeches, and 
workshops

• Custom content

Learn more.

Events

Develop fresh perspectives, 
draw inspiration from leaders, 
and network with peers.

• Thought leadership, 
frameworks, and models

• One-on-ones with peers 
and analysts

• In-person and virtual 
experiences

Learn more.

Obsessed With Customer Obsession

At Forrester, customer obsession is at the core of everything we do. We’re on 
your side and by your side to help you become more customer obsessed.

FOLLOW FORRESTER    

Contact Us

Contact Forrester at www.forrester.com/contactus. For information on hard-copy or electronic
reprints, please contact your Account Team or reprints@forrester.com. We offer quantity
discounts and special pricing for academic and nonprofit institutions.
Forrester Research, Inc., 60 Acorn Park Drive, Cambridge, MA 02140 USA 
Tel: +1 617-613-6000 | Fax: +1 617-613-5000 | forrester.com
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